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1 Overview lCa(egones Specialty Areas KSAs Competencies Tasks

About the Framework

The National Cybersecurity Workforce Framework classifies the typical duties and skill requirements of cybersecu-
rity workers. The Framework is meant to define professional requirements in cybersecurity, much as other profes- —re
sions, such as medicine and law, have done. [Learn more about the Framework effort] SION ocroNo

The Framework organizes cybersecurity into seven high-level categories, each comprised of several specialty
areas. Within each category you'll find a list of specialty areas, clicking on a Specialty area will reveal the details
about that area. Each speciality area detail displays the standard tasks and the Knowledge, Skills and Abilities
(KSAs) needed to sucessfully complete those tasks. Select from any of the 7 areas (above or using the graphic at
right) to browse the Framework Categories or use the job-title search box (at right).

Training and the Framework

Training is a foundational component for every workforce plan. By mapping courses to specific KSAs and Special-
ty Areas, Cyber Professionals, and those entering the Cyber Profession, can quickly identify the courses they need

to meet the skill requirments of their position, advance within their specialty area, or transfer their skills to another Not Sure Where You Fit in the Framework?

position. Training providers have mapped their Courses are mapped to these KSAs so educational and training

opportunities related to your speciality area can be quickly identified Enter your job title, or words that describe your ma-
jor activities and let the Framework find you!

If you're an academic institution or training vendor and you like to map and submit your courses [click here], iden- C ) Go

tify appropriate training and create a thriving Cybersecurity Program.

Or browse the Categories using the Framework
Graphic:

| Want To..

B a Cyber 1
Advance my Cyber Career
the NICE K
Search for Training Courses NICE Partners
Get my child involved
Become a NICE Partner

a cC.

Home FAQ | ContactUs Privacy & Use FOIA Policy No Fear Act Policy | Partners

NICS is part of the Department of Homeland Security
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